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COBIl.time Installation

Requirements

e Node.js Version 22

Microsoft IS (WebServer)

Module for Microsoft 1IS (URL Rewrite)
SAP Business One ServicelLayer

SAP Business One 10 Patchlevel 2

Installation

NODE.js Installation

Download the NODE.js LTS Version (See link in Requirements) and install it. Do not alter any values in
the installation process. Just install it in the default way.

IIS Installation
If Microsoft IIS is already installed you this Installation Guide may not be applicable for you. Just make
sure the dynamic compression is installed for Microsoft IIS.

Make sure Microsoft IIS is not installed:
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If not, install Microsoft IIS:
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Ansicht Hilfe

Rollen und Features hinzufugen

Rollen und Features entfernen

Verwalten Tools

Server hinzufigen

servergruppe erstellen

Server-Manager-Eigenschaften

Picture 1: Add Roles or Features

Press Next:
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Press Next:
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B Assistent zum Hinzufbgen von Rollen und Festunes - [} =
Installationstyp auswahlen o RS

Wahlen Sie den Installationstyp sus. Sie kinnen Rallen und Features auf emem ausgefiibeten physischen
Computer oder suf ginem virtuellen Computer oder such suf siner virtusllen Festplatts (Virtual Hard
Diisk, VDY) i Cfinemodus instalieren.
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Install Webserver IIS with standard Features (just click on Webserver) but also add under

Performance: Dynamic Compression:
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Press next untill you get install. Then Install the Features. You normally don’t need to restart the

computer.

IIS Module URL

Rewrite Installation

Install the URL Rewrite from the requirements after you have installed IIS successfully:

https://www.iis.net/downloads/microsoft/url-rewrite

COBIl.time Installation

Install COBI.time via the Installation File which you get from us. COBI.time then gets installed to the
standard folder: C:\Program Files (x86)\COBI.time\

Navigate to that folder and then edit the . env file with Notepad. (Make sure you have administrator
rights. Otherwise start notepad as admin and then open the .env from Open File context):
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[ *C:A\Program Files (x86)\COBLtime\server\.env - Notepad++

Datei Bearbeiten Suchen Ansicht Kodierung Sprachen Einstellunger
cFEHBE 3 &@ Bk, g %=

=] .env B3 |

1 MODE=development
2 PORT=62000
3 SAF_URL=http5:HIlccalhcst:EOﬂGDIbisHvl
SAP USER-manager
SAP PASSWORD=Start2019
SAP DB=5BODemoDES93
DEBUG=axios
_:L]-_.T_CW_I F_Range_FRCH=D 00.000.000.000
ALLGI-I_IF_Range_TG=':"99 .3959,5999,95%8
S5LPas=s=1234
RefreshTimeAccounca=1ls 0 % *
12 CheckVacationfAcocount=00 58 23 31 11 *
13 SECRET=dwapoimdwaq!2212qg
14 CheckliutoModel=20 0 * * =*
] DEPLOYMENTS

MODE=production (production or development — put it in production to
minimize logs)

PORT=62000 (specify any port here for COBI.time Backend)

SAP _URL=https://localhost:50000/bls/v1l (ServiceLayer URL — Replace Localhost
with ServicelLayerIP)

SAP USER=manager (SAP User with indirect Access License or higher)
SAP_PASSWORD=**** (SAP User Password)

SAP_DB=SB0ODemoDE93 (SAP Database Name)

SSLPass=1234 (Password for custom SSL Certificate. Leave 1234 if you don’t
provide with an extra SSL Certificate)

SECRET=1iosncaonmwdol! (Change to any random string for authorization token
encryption)

Don’t change any other fields!

You have the possibility to change the SSL Certificate if you want to host COBI.time outside of your
internal network and specify a domain. In C:\Program Files (x86)\COBI.time\server\certs
replace the cert.pem with the certificate and the key . pem with the private password protected key.
Change the SSLPass accordingly.

COBIl.time Service Installation

Open Powershell as Administrator and navigate to: C:\Program Files
(x86)\COBI.time\server

Install a global NPM Package for Microsoft service creation with the command (Make sure NODE.JS LTS
Version is installed. After new NODE.JS Installation restart powershell):
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npm i -g qckwinsvc2

After that use that new package to install a COBI.time Microsoft Service. Make sure all values in the
command are correct:

gckwinsvc2 install name="COBI-time" description="COBI.time Backend Server"
path="C:\Program Files (x86)\COBI.time\server\server.js" args="-a -c" now

If you install COBIl.time to a different folder change the command accordingly.

If you get an Powershell Execution Policy Error execute this Command beforehand:

Set-ExecutionPolicy RemoteSigned

11S Configuration

Open lIS-Manager:

! =
=
% B n

FEAR=

Change the default Website to COBI.time Folder:

&5 Startseite i P g :
v 9= WIN-TGLSFR141FB (WIN-7GL! Filter: - Start = \g) Alle anzeigen | Gruppiene
¢ Anwendungspools I3 )
v [&] Sites = N a
. : = | 0
v & Default Web Site _ &= F i3 (e
<) cfg | gy Im Explorer 6ffnen mwischen... Authentifiierung Fet
s Berechtigungen bearbeiten...
2] icon = L
" img &' Anwendung hinzufigen... E"
s g Virtuelles Verzeichnis hinzufiigen... bllierung  SSL-Einstellungen Standa
loge : :
Bindungen bearbesten...
| Website verwalten » | = Meu starten
ki Aktualisieren | Starten
K Entfernen B Beenden
Umbenennen @] Durchsuchen

(7t Zur Ansicht "Inhalt" wechseln Erweiterte Einstellungen...
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Change the Physical Path Property to: C:\Program Files (x86)\COBI.time\dist

Enweiterte Einstellungen

v (Allgemein)
Anmeldeinformationen fir den physischen Pfad
Anwendungspool DefaultAppPool
Bindungen https: =443
D 1
Mame Default Web Site

Physischer Pfad C:\Program Files (x86)\COBLtime\dist

Typ der Anmeldeinformationen far den physischen Pfad ClearText

Vorabladen aktiviert False
Verhalten

Altivierte Protokolle http
Limits

Open Server Certificates and add COBI.time Servercertificate to it:

i 13 WINLTGLIFRIGIFE pmTeL T = W OWIET v igT Al SNIEGER | LIUPEIEREN NBOTE Heraich - gE-
b denypenrepoals 15
w s T e =
& Sibes ! a I'L_ “.I : | g
w A Dafauk Wk Sbe L oty Y b ] i 4 =
cfg Arforderungsfike dobetiprozesse  Ausgebersmchen Authentificerung Fehlerseten Handlernscednun... HTTP-drtworthes..,
] o=
Ken +. = . -
3 ¥ =7 T
imyg JP 4t E;' i ﬂ gt
I B RIME-Typ Module Protokolierung Seremperifiste | Standsrddolument LIRL Reerite Verzechng

ot ks Rl Al e e e S ot e et oy durchuuchen

Versaltung

Right Click = Import

Select the .pfx from C:\Program Files (x86)\COBI.time\server\certs\cobitime.pfx (Or

use your own Certificate). The default Password is 1234.

Edit the Default Web Site Binding Settings:

v & Defaul WebSite || &= r
fg g Im Explerer Gffnen 1
Las Berechtigungen bearberten...
!c‘:‘" A Anmndung hirl;[ufli.'lgn:n...
img i
js s Virtuelles Verzeichnis hinzufigen...
| logo I Bindungen bearbeiten... I

Remove http from the list and add only https to it. Select the SSL Certificate which you just imported:

‘Website verwalten ]

|
=

Komprimiesung
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= T —
J
MBAM=
Sitehimdung besrbeiten T *
Typ Hostname Port  IP-Adresse Bindungsinform. . Hinzufigen..
hitps Tl - _
y Bearbeien... Typ: IP-Adresse: -
| Kt Bugiwigien a3
Hustrame
Dwrchsuchen

1 SMI iSenver Hame Indication] efordedich

55L-Zertifilcat:

Om COMPRet GmbH, Le Wetzlar, 5= Hessen, CaDE | | fuswshien.. Arreigen...

SchlesBern

Important: SNI (Server Name Indication) must be ticked!

After this Step the COBI.time Website should be up and running under: https://serverNameHere
or https://locallpAddressHere.

COBI.time Setup Website Backend Connection

Navigate to: C:\Program Files (x86)\COBI.time\dist\cfg and editthe settings.js file:

o sattings js E3 |
|( function (window) {
window. env = window. env || {}:
|r||I|'ﬂ' =k T ol = {
r url: ° s i = - . I
B
window. env.debug = false;
window._env.faceRecognition = truoe;
1} (this) :

Change the URL to the Backend IP Address + Port which you specified in the . env File.

COBI.time Database Setup

Warning: COBI.time will alter the SAP Database. Make sure every User is logged out from SAP before
doing this Step Make sure the previously installed service is running. Navigate to COBI.time Website:
https://localhost/Setup

This site should display a changelog and every table COBI.time wants to create:
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Setup / Update

Immduction | Changeing

o _ _
b

-y

Click on execute and wait until all tables have been created. COBI.time then asks you to restart the
Service Layer.

After you have restarted the Service Layer click ok:

Bitte Service Layer neustarten und danach diesen
Dialog bestatigen. Daraufhin wird der COBI.time
Server neugestartet!

The Website will reload and you can now create the fields for the tables. After that it asks you to
restart the service layer one more time. After restarting press on OK. The Website again should
reload. After it has reloaded press execute one more time for the COBI.time initial data. Once it is
done you can just press ok and the website will reload and you should be taken to the login page. If
the automatic transfer to the login page does not work, just navigate to it manually:
https://localhost/Login

You have successfully installed COBI.time. You can now login as Administrator with:
Username: admin
Password: admin

Make sure to change that password. If you have further questions regarding COBI.time usage is
answered in the COBI.time manual.
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PIN Activation (optional)

To enable PIN entry in COBL.time, an activation password is required.

Prerequisite (Server): On the server, a password must be defined in the .env file (activation
password).

This password is not stored in COBI.time itself but is only used once to activate the PIN function on
the device.

Content example:

.env

PinLoginPassword=test

Uninstallation

Remove COBIl.time Service

Use the following command to uninstall the COBI.time Service:
gckwinsvc --uninstall --name "COBI-time"

After that you can just remove the COBI.time installation from your computer.
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